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Abstract

Releasing data once and for all under noninter-
active Local Differential Privacy (LDP) enables
complete data reusability, but the resulting noise
may create bias in subsequent analyses. In this
work, we leverage the Weierstrass transform to
characterize this bias in binary classification. We
prove that inverting this transform leads to a bias-
correction method to compute unbiased estimates
of nonlinear functions on examples released under
LDP. We then build a novel stochastic gradient
descent algorithm called Inverse Weierstrass Pri-
vate SGD (IWP-SGD). It converges to the true
population risk minimizer at a rate of O(1/n),
with n the number of examples. We empirically
validate IWP-SGD on binary classification tasks
using synthetic and real-world datasets.

1. Introduction

Machine Learning (ML) models are increasingly deployed
in domains involving sensitive data, such as healthcare,
speech recognition, prediction, and forecasting. These mod-
els are vulnerable to inference attacks that allow adversaries
to extract information about individual training examples
(Hu et al., 2022). This has motivated the use of Differential
Privacy (DP) (Dwork & Roth, 2014) as a rigorous standard
to assess privacy in ML. To achieve meaningful guarantees,
DP typically requires data to be centralized by a trusted cura-
tor, in charge of enforcing privacy. Unfortunately, this raises
several risks: the trusted authority may fall victim to attacks
that lead to major data breaches (Primoff & Kess, 2017; Lu,
2019), and data may be misappropriated by untrustworthy
third parties that do not prioritize privacy.

Local Differential Privacy (LDP) (Kasiviswanathan et al.,
2008; Duchi et al., 2018) addresses this challenge by requir-
ing each data holder to privatize their data locally before
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release, effectively ensuring privacy without relying on a
trusted curator. While this provides strong privacy guaran-
tees, applying it in ML requires adapting the downstream
learning process. Existing methods can be categorized into
interactive and noninteractive approaches. In interactive
methods, the learner adaptively queries data holders over
multiple rounds, incurring a communication cost (Smith
et al., 2017). In contrast, noninteractive methods require
each user to release one or several privatized versions of
their data in a single shot, eliminating the need for further
interaction during learning (Zheng et al., 2017).

In practice, designing LDP mechanisms involves two con-
siderations: whether downstream learning tasks are known,
and whether data release can be adapted during learning. In
some scenarios, the downstream learning problem is known,
and task-specific algorithms can be designed to correct for
LDP noise; however, this limits the potential for the data to
be reused for other purposes. In contrast, many real-world
scenarios involve unknown downstream tasks or require that
data remain reusable in the long run. This motivates the use
of task-agnostic, noninteractive LDP methods.

In task-agnostic LDP, each data holder publishes a one-
time privatized representation of their data, without prior
knowledge of the downstream learning task. Such a mecha-
nism allows institutions or users to safely publish privatized
datasets that remain usable for future analyses, for example,
hospitals sharing medical records for research purposes. Yet,
despite its generality, noninteractive and task-agnostic LDP
raises a significant challenge. Indeed, learning from noisy
(private) data may bias the process, as previously identified
in supervised learning with noisy features (Bishop, 1995)
and labels (van Rooyen & Williamson, 2018). Naively ap-
plying standard ML frameworks to privatized data may yield
suboptimal models: new algorithms tailored for noninterac-
tive and task-agnostic LDP are thus needed.

Contributions. In this paper, we develop a principled
view of learning under noninteractive and task-agnostic LDP,
and design new algorithms for locally private ML. We show
that standard LDP mechanisms can be viewed, in expec-
tation, as functional transforms: the Gaussian mechanism
corresponds to the Weierstrass transform, while Random-
ized Response induces what we call the Bernoulli transform.
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This perspective allows us to fully characterize the bias
induced by LDP on data-dependent computations.

Crucially, inverting these transforms allows the design of al-
gorithms that provably mitigate privacy-induced bias, yield-
ing unbiased estimators for the underlying data-dependent
quantities. In learning contexts, we leverage the inverse of
these transforms to construct unbiased gradient estimators
for loss functions. Applying this principle to first-order opti-
mization, we introduce Inverse Weierstrass Private Stochas-
tic Gradient Descent (IWP-SGD). We show that IWP-SGD
asymptotically recovers, in expectation over the noise, the
population risk minimizer of the original, non-private prob-
lem, as the number of samples n grows to infinity. Interest-
ingly, the convergence rate of IWP-SGD scales as O(1/n)
similarly to classic interactive LDP approaches (Smith et al.,
2017). Finally, we empirically validate IWP-SGD on binary
classification tasks using synthetic and real-world datasets.
To the best of our knowledge, this is the first method that
asymptotically recovers the non-private population risk min-
imizer in a fully task-agnostic LDP setting using a single
privatized release per data point.

Our contributions can be summarized as follows:

* We formalize the processing of data released under the
Gaussian and Randomized Response mechanisms as trans-
form operators of the intended computations, enabling a
unified analysis of their induced bias (Section 3). This
view allows us to fully characterize the bias induced by
the Gaussian and Randomized Response in standard risk
minimization for binary classification (Section 4).

* We construct an unbiased gradient estimator by inverting
the transform associated with gradient computation on
LDP records. Using this estimator, we propose Inverse
Weierstrass Private SGD (IWP-SGD). We formally ana-
lyze IWP-SGD, showing that it recovers, in expectation,
the solution to the original problem (Section 5).

* We empirically evaluate IWP-SGD on synthetic and real-
world binary classification tasks, showing that it success-
fully removes the bias induced by LDP (Section 6).

1.1. Related Work

Interactive LDP Methods. Interactive methods permit
adaptive communication between learners and data owners,
with each owner potentially answering multiple sequential
queries. A famous example is distributed SGD, where each
data owner shares a noisy version of the gradient computed
on their local data (Smith et al., 2017; Duchi et al., 2018). It
is also the root of private SGD-based algorithms in Wang &
Xu (2019) to perform sparse linear regression. As the learner
explicitly queries gradient evaluations at successive model
updates, these approaches do not permit data reusability and
suffer from a large communication cost.

Noninteractive and Task-Specific LDP Methods. Non-
interactive methods, by definition, prohibit adaptive com-
munication: data owners release one or several privatized
statistics only once. For example, Wang et al. (2019) and
Zheng et al. (2017) tackle the estimation of generalized
linear models under LDP using Chebychev and Bernstein
polynomial approximations of the loss gradients. These ap-
proaches use multiple Gaussian-perturbed versions of each
data point to construct a biased gradient estimator for which
the bias shrinks with the number of noisy data releases. In
Wang et al. (2018), data owners compute noisy loss evalua-
tions over a grid of model values to estimate the population
risk, which is optimized later. As a grid-based method, it
suffers from an exponential dimension dependency, and loss
evaluations are not reusable for other ML problems involv-
ing different losses. In contrast, our method only requires
one noisy release to construct an unbiased estimator, directly
reduces noise variance, while allowing reusing the data for
a large class of downstream tasks.

Learning with Noisy Data. Beyond LDP, several notable
works have considered settings where data points are sub-
ject to local randomization, although these studies are not
directly concerned with privacy. Bishop (1995) approxi-
mates the bias induced by Gaussian noise addition in the
features as an implicit regularization, while van Rooyen &
Williamson (2018) models label corruption identically to
the way we model the Randomized Response mechanism
in Section 3.2: our bias characterization encompasses both
as special cases. Scaman et al. (2024) identifies a learning
bias when training and test data distributions differ in a
worst-case scenario. Prior works on deconvolution methods
(Fan, 1991) aim to recover the density of data from repeated
noisy observations. In our work, we do not aim to estimate
the noiseless distribution, but directly tackle computations
performed on noisy inputs.

Noninteractive and Task-Agnostic LDP. Several in-
stances of noninteractive and task-agnostic methods exist in
the literature. Zheng et al. (2017) study a debiasing method
for sparse linear regression, while Wang & Xu (2019) con-
sider the case where only labels are private. Duchi et al.
(2018) study the optimal noninteractive and task-agnostic
LDP methods for mean and median estimation. Our method
proposes a principled solution that generalizes these results
to a broader class of learning problems under Gaussian and
Randomized Response LDP mechanisms.

2. Privacy Setting and Notations

Notations. We consider a supervised learning setting with
a bounded feature space X C R” and a binary label space
Y ={-1,1}. Let D be a joint distribution over X x ), and
let (x,y) be an example drawn from D. We denote by ||-|
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the euclidean norm and for any subset Z C R?, we write
IZ|| = sup,cz ||z||. The Laplacian of a twice differentiable
function f is A[f] = 3, 92 [f] and its composition k times
is denoted A*[f] = (Ao ---0 A)[f].

Privacy. For the remainder of the paper, we consider a
privacy setting in which data is released once and for all,
without adapting the mechanism to any specific downstream
task. We call it the fask-agnostic setting. To this end, we
leverage Local Differential Privacy, defined as follows.

Definition 2.1 (Local Differential Privacy (LDP) (Ka-
siviswanathan et al., 2008)). Let M : E — F' be a random-
ized algorithm. Let ¢, > 0, the mechanism M satisfies
(e,8)-LDP if, for any z, 2’ € F and any subsetC C F,

P(M(z) € C) < e P(M(Z) € C) + 4.
If § = 0, we say that M satisfies e-LDP.

To enforce LDP, one can use the Gaussian mechanism
(Dwork & Roth, 2014) for continuous variables.

Proposition 2.2 (Gaussian Mechanism). Assume a bounded
subset X C RP. By the Gaussian mechanism, the release of

Ges(z) =z 4+w, w~N(0,0%,),

with o2 = 81og(1.25/8) ||X||* /€2 is (e, §)-LDP.
Similarly, one can use the Randomized Response (Kairouz

et al., 2014) to enforce LDP for binary variables.

Proposition 2.3 (Randomized Response (RR)). Assume
Y = {-1,1}. By the Randomized Response, the release of

Bu(y) = y with probability S(e) ,
= —y with probability 1 — S(e) ,

where S(e) =1/(1+ e~ ), is e-LDP.

Throughout the paper, we consider the following task-
agnostic (¢, §)-LDP mechanism, which releases continuous
features with the Gaussian mechanism, and a binary label
with RR. Formally, for an example (z, y) drawn from D,

(@, §) = (Ge,.5(2), Be,(y)) - M

The total privacy guarantee of this mechanism is € = €, +¢,,
combining budgets over features and labels.

3. Privacy as a Transform

When learning from the LDP release defined in Equation (1),
any data-dependent quantity, such as a loss or a gradient, can
be viewed as a function h evaluated on a randomized version
of the data. Ideally, one would like these quantities to be
unbiased, in the sense that their expectation with respect to

the privacy noise coincides with the value of /i evaluated
on the original data (x,y). However, this is generally not
the case. Instead, local randomization of data induces a
systematic transformation of the function h. We formalize
this with a transform as follows:
Te’g[h} : (!E, y) = E(i,g}) [h(‘%a g)]

This operator maps the original function A to its average eval-
uation on noisy releases (Z, §) of a given data point (z, y).
This perspective fully captures the effect of local random-
ization. As a consequence, bias analysis and correction can
be carried out by the study of T 5 without any assumptions
about the data distribution. In this section, we first study the
transforms associated with the Gaussian and Randomized
Response mechanisms in isolation. Then, we present how
to characterize the joint effect of both mechanisms through
the composition of their respective transforms.

3.1. Weierstrass Transform: a Tool for Gaussian Noise

First, we remark that applying a Gaussian noise to the in-
puts of an arbitrary function and considering the expectation
induces a Gaussian smoothing operator known as the Gen-
eralized Weierstrass transform (Bilodeau, 1962).

Definition 3.1 (Generalized Weierstrass transform). Let
f : RP — R. The Weierstrass transform is the function
W2 [f] defined for any « € R? and o > 0 as

W2 [.ﬂ(z) = E’w~/\/(0,0'21p) [f(‘r + w)} :

The alternative parameterization o2 = 2t is commonly used
in the literature on the Weierstrass transform. We focus on
a class of sufficiently regular functions for which the Weier-
strass transform admits a well-defined series representation
(Bilodeau, 1962; Eddington, 1913).

Definition 3.2 (Class of Gaussian growing and slowly grow-
ing iterated Laplacians function). For constants M, a > 0,
let @5/, (RP) denote the set of infinitely continuously differ-
entiable functions f from R? to R such that for any x € R?

|f(x)] < M exp(al|z][?), ()
|A*f(z)] < Ay - (4a)*k!, VE €N, 3)

for some A, > 0 that depends only on .

Note that (2) requires f to grow slower than the exponential
of a quadratic function, which is a fairly mild condition.
The condition (3) is met, for example, for finite linear com-
binations of exponentials, sines, cosines, polynomials, and
band-limited functions. According to a known result in
the study of the heat equation (Bilodeau, 1962; Eddington,
1913), the Weierstrass transform of functions in ® 7 ,(RP)
admits the following series expression.
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Theorem 3.3 (Series expression of W,2). Let f €
@10 (RP). Then, for any 0% < 1/2a, the generalized Weier-
strass transform W .2 [ f] admits the following expression

e o2k
Wosf] = oy AIA -

k=0

Sketch of proof. The proof is given in Appendix B. First,
using the analyticity of the heat equation solution, we re-
mark that W, 2[f] is such an analytic solution. With the
parameterization o = 2t, we use the Taylor expression of
t — Wy [f] around a positive to > 0. We then take the
limit as ¢y goes to zero to obtain a formal expression of
Wa,[f]. Given that f is in @/, (RP), the resulting series
converges and we can identify it to W,2[f]. O

Remark 3.4. The condition 02 < 1/2a is not a strong

limitation since, even for fast-increasing functions, a
can be very small. For example, the exponen-
tial loss f(z) =exp(—0'xy) is in @y, o(RP), with
M, = exp(||©||?/4a), for any (0,y) € © x Y and any ar-
bitrary small & > 0 (see Appendix B.2 for more details).

3.2. Bernoulli Transform: a Tool for Binary Label Noise

We also define the analogous transform associated with the
Randomized Response (RR) for an arbitrary real-valued
function of binary inputs. The same transform is studied
in van Rooyen & Williamson (2018). For clarity, we call it
the Bernoulli transform, referencing the random draw of a
Bernoulli variable in the RR mechanism.

Definition 3.5 (Bernoulli transform). Letg: {—1,1} — R,
we define for any e > O and any y € {—1, 1},

Be[g](y) = Ep. [9(Be(v))]
= S(e)g(y) + (1 = S(e))g(—y).

The Bernoulli transform is the expected value of a function
of a binary data point y under the Randomized Response
mechanism with a given privacy budget e.

3.3. Combining Weierstrass and Bernoulli Transforms

When computing a function h : X x ) — R of continuous
and binary variables, we can compose the transforms defined
for both the Gaussian and RR mechanisms as follows:

T675[h](x’ y) = E(i,ﬂ) [h’ (577 g)] “4)
=Be, [z = W2 [h(:, 2)](2)] ().

This transform accounts for the simultaneous effect of Gaus-
sian noise on continuous variables and sign flipping on
labels. It will allow to analyze the combined effects of
Gaussian and Randomized Response mechanisms on the
population risk in binary classification.

4. Bias in Risk Minimization

We now turn to the learning problem and study how task-
agnostic LDP affects the outcome of risk minimization. In
particular, we focus on the bias incurred by LDP when the
goal is to learn the minimizer of the true population risk
directly. This is essential as such bias is intrinsic to the prob-
lem at hand, and cannot be compensated for by increasing
the number of records used for training. Depending on the
settings, LDP noise may or may not change the population
risk minimizer. When it does not, the original population
risk minimizer can be recovered, provided that enough sam-
ples are available. In some other problems, however, the
injected noise modifies the expected loss, resulting in a bi-
ased minimizer that might be far from the original model.
When this occurs, increasing the sample size is not sufficient
to eliminate the discrepancy between the learned solution
and the true population risk minimizer.

In this section, we study the population risk obtained when
losses are evaluated on task-agnostic LDP releases generated
by the Gaussian and RR mechanisms. By expressing the
expected noisy loss as the composition of the Weierstrass
and Bernoulli transforms, we explicitly characterize when
and how these mechanisms shift the population risk.

Risk Minimization. Let © C R¥ be a bounded convex
set of model parameters. Let £ : © x R x ) — Rbea
real-valued function defined for any tuple (0, z,y) € © X
X x Y as the loss incurred when predicting an example with
features = using a model 0, given that the true label is y. We
can then evaluate the quality of any model 6§ € © with the
population risk R, defined as follows:

R(Q) = E(m,y)ND [5(6‘7 €, y)]

For the remainder of the paper, we consider loss functions
satisfying the following regularity assumption.

Assumption 4.1 (Loss regularity). The functions z +
£0,2,y) and x +— 0g,L(0,x,y) for j € {1,...,k} are
in @ ,(IRP) (see Definition 3.2) for any (0,y) € © x .

Bias in Noisy Risk Minimization. Lete¢,d > 0, for any
model § € ©, we define the expected population risk when
the loss is evaluated on the (e, d)-LDP release of (x,y)
defined in Equation (1) as follows:

R(0) = E(z,y)~pE(z,5) [€(0, Z, )] -

We first analyze the pointwise loss E;z ) [((6,Z, 7)] for a
given pair (z, y) and model 6. Recalling Equation (4) with
h(-,-) =£(6,-,-), we have

E(ia.ﬂ) [E (0’ z, :&)] = Te,é[g(ov ) )](LE, y) )

Developing the expression of the composed transform T s
and averaging over (x,y) ~ D yields a relation between the
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noisy population risk R and the original population risk R
in the following theorem (proven in Appendix C).

Theorem 4.2 (Bias induced by the Gaussian and Random-
ized Response mechanisms in binary classification). Let
A, denote the Laplacian with respect to the variable x and
assume that ¢ satisfies Assumption 4.1 with a < 1/202.
Recall S(ey) =1/(14 e ). Forany € ©,

R(0)=R(6) = (1~ S(ey)) (Ea,y [£(0, 2, —y)] = R(H))

label noise contribution

& 2k
k=1 '

feature noise contribution

oo
0_2k

+(1=5(ey) Y SRgi e [AL0(0, 2, —y)] -
k=1 ’

interactions of feature and label noise

Theorem 4.2 shows that Randomized Response on labels
induces a mixture between the risks associated with true
and corrupted labels, while Gaussian feature noise induces
a systematic smoothing of the loss through iterated Lapla-
cians. For non-private labels (¢, — c0), our result admits
the work of Bishop (1995), proposed in the more restric-
tive low noise regime, as a particular case. Indeed, the
loss functions they consider admit a second-order Taylor
approximation with respect to the features and they derive
an approximate expression of the expected risk on noisy
data that matches exactly ours truncated at £ = 1. For non-
private features (¢, — 00), we recover the corruption of
labels in van Rooyen & Williamson (2018).

For some specific loss functions, the bias term in Theo-
rem 4.2 has a closed-form expression. For instance, if the
derivatives of £ with respect to the features vanish after a cer-
tain order, then R reduces to a finite sum. Even for infinitely
differentiable loss functions ¢ with non-zero derivatives, we
can sometimes derive a closed-form expression of the bias.
This is, for example, the case for the exponential loss.
Example 1 (Exponential loss). Consider £(6,z,y) =
exp(—0 T zy), we have for any 6 € O,

R(9) = e 11772 (S(e, )R () + (1 — S(e,))R(—6)).

Define * € argming R(#) and #* € argming R(0), ap-

plying the logarithm preserves the minimum so 6* also
minimizes

log (S(ey)R (0) + (1 = S(ey))R (=0)) + % 16]1* .

The term in ||#]|? can be seen as further regularization in-
duced by the feature noise, while the term R(—6) promotes
predicting the wrong label in some cases due to label con-
tamination. Both of these effects steer the optimal solution

away from 6*, creating a gap between 6* and 6*. We exhibit
this gap empirically in Figure 1 and 2 in Section 6.

Note that, considering D as an empirical distribution over a
dataset of n examples leads to the same bias characterization
in empirical risk minimization. Having characterized the
population risk bias induced when learning from (e, §)-LDP
published examples from Gaussian and RR mechanisms
under the lens of the Weierstrass and Bernoulli transforms,
we now turn to the natural next step of correcting it.

5. Bias Correction

In this section, we leverage the framework of privacy seen
as a transform introduced in Section 3 to design a practical
method that corrects the bias we identified in the previous
section. To this end, we start by defining the inverse of the
aforementioned transforms.

Theorem 5.1 (Inverse of B, and W,2). Define S (e) =
1/(1—e ). Letg:Y —-Rande >0, foranyy € ),

(i) B 9l(9) = S(0)g(7) + (1= 5(e)9(~7)-

Let f € ® 7, (RP), for any 0% < 1/4a and 7 € RP

(ii) WoAF1(3) = 300, COLTE AF[£)(3).

Proofs of the two inverse transforms can be found in Ap-
pendix D.1. Remark that o2 is lower than 1/4a instead of
1/2a. That is because to prove that W;zl is the inverse of
W2, we apply a composition of their two series expression,
resulting in a stronger constraint on o2, Computing B~[g]
requires two evaluations of g and matches the noisy label
correction in van Rooyen & Williamson (2018, Theorem
5). W=L[f] can be computed by deriving a closed-form
expression (see Section 5.2) or approximated by truncating
the sum (see Appendix D.7).

The invertibility of these transforms plays a fundamental
role in our study: when computing the inverse transform
on noisy data, we obtain an unbiased estimate of the origi-
nal function. Indeed, taking the expectation of W_,'[f](%)
(resp. B ![g](¢)) amounts to computing the Weierstrass
(resp. Bernoulli) transform, which recovers the function on
the original data record x (resp. y). Next, we will show
that these two transforms can be applied and inverted se-
quentially, which will allow us to build novel, unbiased
estimators of gradients of binary classification losses.

Composition of B—! and W',
RP x YV — R, the inverse of T 5 is

For any function h :

T 507, 9) = B! [z = W [A(-, 2)](3)] (§)-

6)
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Algorithm 1 Inverse Weierstrass Private SGD (IWP-SGD)

Input: Dataset D,, = {(&;, %)}/, of (¢,d)-LDP re-
leased data (x;,y;) ~ D according to the mechanism of
Equation (1). Initial model 6y € © and step size v > 0.
Loss function £ : © x X x ) — R and projection Ilg on
the bounded convex set O.
fort € {1,...,n} do
Compute the IWP gradient Vgll_yg(@,it,gjt) (Equa-
tion (7)). ~
Update 9t = H@ (9t71 — ’)/VQEE’g(a, jt, ]jt»
end for
Output: Model after the last update 6,,.

It provides a basis for the definition of the following unbi-
ased loss estimator from (e, §)-LDP releases via Gaussian
and Randomized Response mechanisms, we call the Inverse
Weierstrass Private (IWP) loss estimator:

6676(03 fi, g) = T;; [5(97 ) )K‘%v g) (6)
We differentiate it to obtain the IWP gradient estimator
Voles(0,%,9) = T ;[Vol(0,-, (& 9), ()

with the convention that T and T—! act component-wise on
vector-valued functions such as the gradient. We show in
Appendix D.2 that the IWP gradient estimator is indeed the
gradient of the IWP loss estimator.

The following theorem, proven in Appendix D.3, states the
unbiasedness guarantees of both /. 5 and Vgl 5.

Theorem 5.2 (Unbiasedness of IWP loss and gradient esti-
mators). Assume ( satisfies Assumption 4.1 with a < 1/402.
Lete,0 > 0, for any pair (x,y) € X x Y and 0 € ©, define
(Z,7) as a (e,0)-LDP release defined in Equation (1), the
IWP loss estimator defined in Equation (6) satisfies:

(i) Ez.g) [{es(0,3,9)] = €0, 2.y),
(ll) ]E(i,f/) |:vag€,5(075:7g):| = v9€(97x7y)

Using the IWP gradient estimator, we introduce IWP-SGD
in Algorithm 1. It is a single-pass projected SGD over a
dataset D,, = {(Z;,9;)}", consisting of (e, J) releases
of samples (x;,y;) drawn i.i.d. from D. It relies on the
update 0; = Ilg <0t_1 + 7V9£7675(t9t, Ty, g}t)) for each ¢ in
{1,...,n}, withy > 0, 6y € © and Ilg the projection on
O. Following standard convergence analyses of SGD with
unbiased stochastic gradient, we bound the variance of the
IWP gradient estimator in the following theorem.

Theorem 5.3 (Variance of the IWP gradient estimator). Let
€,0 > 0, an original feature-label pair x,y € X X Y

and its corresponding (€, 0)-LDP release (I, §) defined in
Equation (1). Let { satisfy Assumption 4.1 with a < 1/402.
Given that X and © are bounded sets, denoting

c=  swp  max{|Vel@ay)l,  ®
(0,2,y)EOXX XY, s<0?

W5 [V69.00.-9)) ()] }.

the variance of the IWP gradient estimator admits the fol-
lowing upper bound

E Hveme,@, j) — WW’?J)HQ

<2 (U2+4S(ey) (S(ey)—1) (1+a2)) O

Sketch of proof. The proof is given in Appendix D.4. We
prove the result using a combination of the marginal vari-
ances from both  and y together with total variance law.
It yields an exact variance expression that we can bound
using Equation (8), relying on the increasing property of
W2 proven in Appendix B.2. O

The resulting variance bound in Theorem 5.3 distinguishes
the three contributions of W1, B~!, and the compound
contribution of both in the resulting variance. It shows
dependency in the feature noise variance and labels pri-
vacy budget €¢,. A dependency on the loss can be fur-
ther quantified via the constant C'. Indeed, the growth
rate of C' with ||X|| and ||©]| is affected by the regular-
ity of the loss. For example, for the quadratic loss with
linear models, C is of order O(p || X] ||©]|). Similarly,
for the exponential loss with linear models, C'is of order
O(exp (2) (p+ X[ |©] +02[|©]1)) (see proofs in Ap-
pendix D.6). Now that we have bounded the variance of
the IWP gradient estimator, we can analyze the IWP-SGD
convergence guarantees using known results on SGD with
unbiased stochastic gradients.

5.1. Convergence guarantees of IWP-SGD

We give convergence guarantees of IWP-SGD under the
strong convexity and smoothness assumptions (see Ap-
pendix A for proper definitions).

Assumption 5.4 (Strong convexity and smoothness). R is
p-strongly convex and /C-smooth, with L > 0 and p > 0.

These assumptions are common in the analysis of SGD’s
convergence (Moulines & Bach, 2011; Stich, 2019) and are
used solely for this purpose in this paper.

Theorem 5.5 (Convergence guarantees of IWP-SGD). Let
¢ satisfy Assumption 4.1 and be such that R satisfies As-
sumption 5.4. Let the privacy budget be € = €, +¢€,, 6 >0
such that 0® < 1/4a. Denote §* = argming R(6). As-
sume X and © are bounded convex sets and let C be as
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defined in Equation (8). For any n € N the number of train-
ing samples, initial model 0y € © and step-size v < ﬁ
Algorithm 1 is (€,0)-LDP and its output 0,, satisfies
E[|0,—0"[* < (1 — )" (160 — 07]1?
Cc? . - log(1.25/6
+0 (VMS(ey) (S(ey) - 1) g(/)) .

€
In addition, for an appropriate step size v = O(log(n)/n),

E||0,—6%[|> < O (II90 — 07| exp (‘%))

4O < Cc? 86, (g(ey) B 1) 1og(1.25/5)) ’

pn €

where O hides logarithmic terms in n.

Sketch of proof. The proof, given in Appendix D.8, is a di-
rect application of Stich (2019) with our unbiased noisy
gradient estimator and its variance bound given in Theo-
rem 5.3. We also use their derivation for the appropriate
step-size v = O(log(n)/n). O

Theorem 5.5 shows that the last iterate of IWP-SGD is con-
verging to the population risk minimizer when the number
of examples grows to infinity. The convergence rate of IWP-
SGD matches the dependency on n of locally private SGD
in Smith et al. (2017, Theorem 20, item 4). However, de-
pending on the choice of loss, we may, through C, suffer
from a higher dependency on the dimensions of A’ and ©
than Smith et al. (2017), which, for 1-Lipschitz, smooth and
strongly-convex losses, show a linear dependency on the
dimension of the model space ©. In practice, one can obtain
estimators with lower variance by considering batches of
examples at each iteration. However, it does not change the
fact that each example can only be used once in the opti-
mization process, and, thus, has limited impact on the total
number of records required to approximate the solution.

The general framework of IWP-SGD can be instantiated in
various settings. In particular, when applied to generalized
linear models, the method admits a more tractable form,
which we develop in the following subsection.

5.2. Application to Generalized Linear Models

Let £(0,z,y) = f (6" xy) be aloss that satisfies the gener-
alized linear loss assumption. In this case, by Equation (6),
the IWP loss estimators becomes

les(0, &, ) = S(e,)W 5[] (07 27)
1= 5(e) ) W oo lF] (-7 7).

+

and the IWP gradient estimator can be expressed as
Voles(8.2,§) = S(e,) VoW, .[f] (67 7)
+ (1 - S(ey)) VoW a[f] (~07 7).

This form involves the Weierstrass transform of the scalar
valued function f instead of £(0, -, y), which simplifies the
IWP gradient estimator expression. It further yields a closed-
form expression for some losses f such as the quadratic or
exponential losses.

Example 2 (Quadratic loss). Let f (6" zy) = $(0Tzy—1)2
forany (0,z,y) € © x X x Y, the IWP loss is

les(0,7,5) = S(e,) (07 77)
2
e —0Tzg) — Z 102
+ (1= S(e) F(=0775) - 0],
with the corresponding IWP gradient estimator
Voles(0,7,9) = S(e,) Vo f(0" 79)
+ (1 - S(ey)) Vof(~07 &) — o20.
In that case, the IWP gradient estimator is acting like £

regularization with the negative constant —g? and requires
two gradient evaluations.

Example 3 (Exponential loss). Let f (6" zy) = e=0" Y for
any (6,z,y) € © x X x Y, the IWP loss is

les(0,2,) = e 19128 (c,) £ (07 77)

+e M2 (1 - §(e,)) F(-0727),
with the corresponding IWP gradient estimator
Voles(0,2,5) = e 11725, ) Vo (07 29)
eI (1 - §(e,)) Vo f (07 75)
— o2~ 128 (e,) £ (07 29)0
_ g2 I012/2 (1 _ g(ey)) F(—07Tz7)0.

There, the IWP gradient estimator requires two gradient
evaluations and two loss evaluations. As in the previous
example, there is a similar term to ¢, regularization with a
negative constant of order —o? exp(e, + €2).

6. Experiments

This section empirically validates the claimed guarantees of
convergence and absence of bias of Section 5. We compare
three different SGD approaches: (i) SGD - real data: on
the original dataset without noise, (i) SGD - noisy data:
on the (e,d)-LDP released dataset via the mechanism of
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e=2,p=2 e=5p=10
SGD - real data 1.03 SGD - real data
1.04 SGD - noisy data : SGD - noisy data
— IWP-SGD 1.02 — IWP-SGD
£1.02 S
5 J101
1.00 1.00|
0.99
0 2000 4000 6000 8000 0 2000 4000 6000 8000
batch batch

Figure 1. Comparison of SGD convergence of the exponential
loss under (2,107°)-LDP for the 2-dimensional synthetic data
and (5,107°)-LDP for the 10-dimensional synthetic data.

Equation (1) and (iii) IWP-SGD: Algorithm 1 on the same
(e,0)-LDP released dataset. All the experiments are binary
classification problems with linear models minimizing the
exponential loss with {5 regularization. It is thus a strongly
convex problem having a unique minimizer. We average 100
random draws of data and noise of the LDP mechanism for
the synthetic data, and noise only for the real data. Across all
three methods, we report the empirical risk on a test dataset
defined as £(0) = = >, £(6, ;, y;). Additional details on
the experimental setup are provided in Appendix E.

Synthetic Data. We study two synthetic binary clas-
sification problems in dimension p = 2 and p = 10
generated with the make_classification routine of
scikit-learn (Pedregosa et al., 2011) having features
within [—1,1]P. We conduct the experiments on n = 105
samples for two privacy guarantees : (2,107°)-LDP for
p = 2and (5,107°)-LDP for p = 10.

The constant loss over the batches in Figure 1 shows models
fitted via SGD on noisy data converge to a different model
than models fitted via SGD on the real data. Whereas the
loss of models fitted via IWP-SGD follow the one of the
models fitted on the real data. It illustrates the absence of
bias for IWP-SGD and its presence for SGD on noisy data.

Real Data. We study the ACSIncome and ACSPublicCov-
erage problems of the Folktables dataset (Ding et al., 2021).
ACSIncome consists of predicting whether an individual’s
income is above $50 000 and ACSPublicCoverage consists
of predicting individual coverage from health insurance. For
both problems, we select the three variables AGEP (age in
years), SEX and SCHL (educational attainment). For AC-
SIncome we add WKHP (usual hours worked per week over
the past year) and for ACSPublicCoverage we add PINCP
(total annual income). We employ the Gaussian mechanism,
which is suitable for continuous and ordinal variables. Al-
though suboptimal for binary variables, we also apply it to
the SEX attribute for consistency and practicality. We merge
the data of the five largest states yielding datasets of respec-
tively 668 859 rows and 883 984 rows for ACSIncome and
ACSPublicCoverage. The data is then randomly split into

1.002 1.000

1.000

0.998

’\0.998 SGD - real data

SGD - noisy data
— IWP-SGD

SGD - real data
SGD - noisy data
— IWP-SGD

z ~0.996
I

0% $0.994

0.994 ke

0.992 0.992

0.990] 0.990
0 2000 4000 6000 8000 0
batch

2000 4000 6000 8000 10000
batch

(a) ACSPublicCoverage

1.000

1.002

0.999
1.000

SGD - real data ~0:998

SGD - real data

§0.998 SGD - noisy data 5;0.997 SGD - noisy data
—— IWP - SGD &20.996 — IWP-SGD
0.996
0.995
0.994 0.994
0 5000 10000 0 5000 10000
batch batch
(b) ACSIncome

Figure 2. Comparison of SGD convergence of the exponential loss
under (2, 10’5)—LDP on ACSPublicCoverage and ACSIncome.
Left hand plots show the averaged loss of fitted model (6,,) while
right hand plots are showing the loss of the averaged model (E6,,)
over random draws.

training (80%) and test (20%) sets.

Figure 2 shows the average loss over fitted models (6,,) and
also the loss of the averaged model (E6,,) over the random
draws. It allows us to distinguish the remaining excess risk
resulting from bias or variance of the IWP-SGD outputs. As
with synthetic data, we remark that the constant loss of mod-
els fitted via SGD on noisy data with the number of batches
illustrates the presence of bias in this setting. Whereas the
IWP-SGD outputs are showing a decrease to a remaining
low loss close to the one on real data. We can interpret this
remaining gap as a consequence of the variance of IWP-
SGD. Indeed, on the second plot, the averaged output model
(E#,,) for IWP-SGD is showing a null difference with the
loss of the optimal model obtained through SGD.

7. Conclusion

In this paper, we characterized the bias that occurs when
learning from an LDP-released dataset using Gaussian and
Randomized Response mechanisms. Linking these mecha-
nisms with transform operators, we derived an expression of
the bias on the population risk under these LDP mechanisms.
This view of privacy as a transform yielded the construc-
tion of a theoretically-grounded debiasing technique, which
takes the form of a variant of SGD called IWP-SGD.

Our results show, theoretically and empirically, that the bias
induced by the use of private noisy examples for SGD can
be avoided at the cost of a higher variance of the noisy
gradient estimator, illustrating a bias-variance tradeoff. This
opens a pathway to study LDP through the lens of transform
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operators. Extending the framework of this paper to other
locally private mechanisms presents promising avenues for
future exploration.

Impact Statement

This paper presents work that can help in the design of
Machine Learning projects using locally private examples.
It can help argue against the idea that directly learning from
noisy examples in Differential Privacy is a problem that is
too hard to be solved using practical algorithms. Future
societal consequences might be the publication of locally
private data for later use in fields where no public dataset
exist.
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A. Definitions and Theorems

Notations. We recall the main notations of the paper:

e Dataliesin X C RP, Y = {—1, 1}, parameters in © C R¥, and D is a joint distribution over X’ x ).

* The loss functionis £ : © x R? x ) — R and the associated risk R(0) = E(, ,)~p[£(0, 2,y)].

We denote ||-|| the euclidean norm, and for any subset Z C RY, we write || Z|| = sup,z ||2]|.
e Fora,b: N — RT, we write a = O(b) if there exists C' > 0 such that for all n € N, a(n) < Cb(n).

* For a complex number z = « + i3 with (o, 3) € R? and i? = —1, we denote R(z) = « its real part, 3(z) = 3 its
imaginary part, and |z| = v/a? + 52 its modulus.

Subsets of R%.  We also recall some definitions on subsets of R for completeness.
Definition A.1 (Convex subset of R%). A subset Z C R? is convex if forany 2,2’ € Zandt € [0,1],tz + (1 — t)2' € Z.

Definition A.2 (Open and closed subsets of R?). A subset Z C R? is open if for any z € Z, there exist § > 0 such that for
any Z € R? such that ||z — Z|| < d, Z € Z. The set Z is said to be closed if {z € R? | z ¢ Z} is open.

Definition A.3 (Compact subset of R?). A subset Z C R? is said to be compact if it is closed and bounded (|| Z|| < c0).

Regularity of functions. We now define classical regularity definitions for real-valued functions.

Definition A.4 (Convexity and strong convexity). A differentiable function f : RP — R is p-strongly convex (where p > 0)
if Vo, y € RP, we have f(z) — f(y) > (Vf(y),z — y) + 4]|z — y||*, and convex if this holds for 1z = 0.

Definition A.5 (Smoothness). A differentiable function f : R? — R is K-smooth if Vz,2’ € RP, we have
IVf(z) = V@)l < Kllz —2'].

Definition A.6 (Laplacian). The Laplacian of a twice differentiable function f is A[f] = >, 02 [f] and its composition &
times is denoted A*[f] = (Ao --- 0 A)[f].

Analytic functions. We define real and complex analytic functions as follows.

Definition A.7 (Real analytic functions (Komatsu, 1960)). A function f : R — R is real analytic on a subset 2 C R if it is
infinitely continuously differentiable on 2 and for any compact K C €2, there exist A > 0 such that for any k € N*,

d* f

X

sup
TEK

Definition A.8 (Complex analytic function (Ahlfors, 1979)). A function f : C — C is complex analytic on a subset K C C
if for any x( € €2, it admits a convergent power series in a neighborhood of .

Two key results from complex analysis are Morera’s theorem (Ahlfors, 1979, Page 122) and Cauchy’s integral theorem
(Ahlfors, 1979, Theorem 2, Page 109). These will allow us to give explicit expressions of the Weierstrass transform.

Theorem A.9 (Morera’s theorem). Let f : C — C be a complex-valued function that is continuous on K C C an open set
in the complex plane. If
f flz)dx =0
r

for every closed piecewise smooth contour I in K, then f is complex analytic.

Theorem A.10 (Cauchy’s integral theorem). Let f : C — C be a complex analytic function on K C C an open set in the
complex plane. Then for any closed piecewise smooth contour T" in K

ﬁ F@)dz = 0.

In particular, a corollary of these two theorems is that for a continuous complex function f : C — C, it holds that

f is analytic on K C C if and only if 7{ f(z)dz = 0, for any closed piecewise smooth contour I' C K .
r

11
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B. The Weierstrass Transform
B.1. Expression of the Weierstrass Transform — Proof of Theorem 3.3

We provide a proof of the following theorem, which gives an expression of the Weierstrass transform.

Theorem 3.3 (Series expression of W,2). Let f € @y o(RP). Then, for any 0% < 1/2a, the generalized Weierstrass
transform W 2 [ f] admits the following expression

e 2k

Woaf] =Y S AN
k=0 ’

To prove this theorem, we use the following lemma from Fritz (1991, Chapter 7, Problem 3). No proof is given for this
problem in the initial textbook, we thus provide one in the following.
Lemma B.1 (¢t — Wy, is analytic for continuous Gaussian growing functions). Let f : RP — R a continuous function

satisfying Equation (2) we refer to as Gaussian growth and recall: | f ()| < M exp(a||z|?), for any x € RP. Then for any
x € RP, t — Wo[f](x) is real analytic on ]0,1/4al].

Proof. Let f satisfying | f(z)| < M exp(a||z||*) on R? and a fixed = € R? throughout the proof. The overall goal is to
show the analyticity of ¢ — W, [f](z) on the larger complex domain Q2 = {t € C s.t. ®(1/4t) > a} which contains the
real interval |0, 1/4a[. Indeed, the complex analyticity on a larger open set implies the real analyticity on the contained real
open interval ]0, 1/4a[. The analyticity of ¢ — Wy, [f](x) on € is shown by verifying it is analytic on any compact subset
K C Q. This latter objective is done using Morera’s theorem (see Theorem A.9). We must then verify two properties:

(i) t — Wo[f](x) is continuous on K,

(ii) . Wo[f](2)dt = O for any closed piecewise smooth contour I in K.

By Morera’s theorem, if these conditions are met, the function ¢ — Wo[f](z) is analytic on K.

(i) Continuity of t — W, [f](x) on K. We prove this using continuity under the integral. We show that W, [f](x) can
be written as the integral of a continuous dominated function F'(t, z,y) with respect to its integration variable y. Under
these conditions, Wo,[f]() is then continuous.

2
Denote 1);(w) = ﬁ exp (— 1%I0) | the probability density function of a centered isotropic Gaussian distribution of

variance 2tI,,. We first define F'(t, z,y) = f(y)¢a(x — y) for any (¢, y) €]0,1/4a[xRP. By definition of Wy,

Wor[f1(%) = Ewanro,21,) [f (2 +w)] = . Iz + w)hg(w)dw = /]Rp F(t,z,w)dw.

We use the dominated convergence of ¢ — F'(¢,z,w) on K for a fixed € RP by a function of w to show that t — Way[f](z)
is continuous. Let w € RP and ¢t € K,

|F(t, 2, w)| < Mexp(a |lw]|*)[4mt] 72 exp(= Rl — w]* /4t))

/2
1 Denote Cx = sup |[4rt| P/*
teK

< MCf exp(a|[w]|* = R(||z — w|* /4)) .

Expanding the squared norm ||z — w||® gives —R(||z — w|® /4t) < (- lz|® + 2 ||z| |Jw] — [|w|® )R(1/4t). Denoting
§ = infe g {R(1/4¢t) — a}, which is positive by definition of 2, we obtain
2 2 2
|F(t, 2, w)| < MCx exp(a|w]]” = (a + 8)([w]]” = 2 ]| [lw]| + [l=]7))
= MC exp(=6 [w]*) exp(2(a + 8) ||z [[w]| - (a + ) [l[|*)

1 Denoting Dk o.a = MCk exp <(” t0) [ll” : ;r( >
8

< D,z exp(—(8/2) [[w]*)

12
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which is a scaled Gaussian function, and is thus integrable. Then, for the given x € RP, w — F(t, 2, w) is uniformly
dominated by an integrable function for any ¢t € K. So ¢t — Wa,[f] is continuous on K.

(ii) Morera’s criterion. Let I' be a closed piecewise smooth contour in K. We write ¢ Wo,[f](x)dt as the double integral
$p (Jgw F(t, 2, w)dw) dt. Since w +— |F(t,z,w)| is dominated by an integrable function, Fubini’s theorem gives

fFWgt[ﬂ(m)dt - ﬁ ( i F(t,x,w)dw) dt = /]R (é F(t,x,w)dt) dw,

Remark that, for any w € R?, ¢ — F(t, 2, w) is analytic on K because it is the product of ¢ — ) (x — y) that is analytic on
K for any x,y € RP and the function f that does not depend on ¢. Then by Cauchy’s integral theorem, fr F(t,z,w)dt = 0.

Consequently, it holds that
%Wgt[f](x)dt = / (% F(Lx,w)dt) dw=20 .
r Rr \JT

Then, by Morera’s theorem Wo,[f](x) is analytic on any arbitrary K C Q. Finally, ¢t — Wa,[f]() is analytic on € (and in
particular on the real interval |0, 1/4a[). O

Using this lemma, we now prove Theorem 3.3.

Proof of Theorem 3.3. In this proof, we use the parameterization o2 = 2t. Then, we work on Wy; and we finally re-inject
o2 to obtain the desired result. By Fritz (1991, Chapter 7, Equation 1.11), if f satisfies |f(z)| < M exp(al/z||?) on RP,
then u(x,t) = Wy, [f] is an infinitely continuously differentiable solution of the following Heat equation:

Ou(z,t) = Agu(z,t), u(z,0)= f(x), (x,t)€ RPx]0,1/4qa], (10)

where A u(x,t) is the Laplacian of the function x +— w(z,t), and the constraint on u(x,0) follows from u(x,0) =
lim;_,0 Wo:[f](z). Furthermore, by Lemma B.1, the function ¢ — u(x,t) is analytic on ]0, 1/4a[. Then, for € R? and
t €]0, 1/4al, we have the following Taylor expansion around ¢y €]0, 1/4a[, assuming that the series converge,

= ku €T > k’U/ T
Walfla) = ua, ) = 3 OB gy 3 BEID) e
k=0 ’ k=0 ’

where the second equality comes from the fact that « is solution of the Heat equation (10). Taking the limit t, — 0, we
obtain the following Taylor expansion around 0,

= AFu(z,0) = AFf(x)
Wylfl(w) =) =t =D =t (11)
k=0 k=0
It remains to check if this series converges for a given x € RP. As f is in @,/ ,(RP), we have |AF[f](z)| < A, (4a)*k!.
Consequently, the root test condition
1/k
< o0 .

A [f](w)
k!

lim su
|

%‘1/ k, with the convention that 1/0 = oo. Since f

is met, and the series converges for |t| < %, where r = limy, supl ' 0
. The result follows from plugging ¢ = ¢%/2 in (11). O

isin ® s (RP), 7 < 4a and the series converges for |¢| < ﬁ <

T
B.2. Weierstrass Transform Properties

We now give two useful properties of the Weierstrass transform.

Proposition B.2 (Linearity of W, 2). Let o > 0, the Weierstrass transform is linear with respect to the function it applies to.
Let f and g be two functions from RP to R and let o € R,

Wozlaf + gl = aWyz[f] + W,2]g].

13
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Proof. By linearity of the expectation, for a given x € RP,

Woelaf + g](z) = Ewen(0,021,) [af(x +w) + gz + w)]
= aEwEN(O,o’21p) [f(.’E + ’LU)] + EwEN(O,lep) [g({E + U))]
= aWo:[fl(z) + Wo2[g](z) ,

which is the result. O

Proposition B.3 (W : is increasing). Let o > 0, the Weierstrass transform is increasing with respect to the function it
applies to. Let f and g be two functions from RP to R such that for any x € RP, f(x) < g(z), then for any x € RP,

Wo [f(z) < Wo2[g] ().

Proof. By increasing property of the expectation, for a given x € R?,

Wz [f](2) = Ewenro,021,) [f (2 + w)] < Eweno,001,) [9( +w)] = Wy2[g](),

and the lemma follows. O

We state and prove Remark 3.4.
Proposition B.4 (The exponential loss is in @57, . (RP)). Let f(z) = exp(—0T xy) for a given pair (,y) € © x Y. Define

M, = exp (%) for any a > 0. The function f is in @y, (RP) for any a > 0.

Proof. We first verify the property of Equation (3). Let an arbitrary a > 0. Let k£ € N and z € RP, we have the following
Laplacian identity

2k
AL f(x) = [ALf(@)] = 611" f(=).
Factorials are increasing faster than any power of a positive number. Then, denoting kq such that for any k£ € N,

k>ky = k!> (||0] /4a)*,

we have
AL f(z)] < Au(4a)*R!

with A, = f(z)(]|0]|* /4a)*°. We now verify that the property of Equation (2) holds with M, = exp (”i‘f ) Letz € RP,

(@) = exp(=8" zy) < exp(||9]||l]]) < exp((|O][]|z])).
To prove that that exp(||©||||z||) < M, exp(a ||z||*), we need that
al|z||* 10| [|z|| +log(Ma) > 0.

It forms a second degree polynomial in ||z|| with a positive quadratic constant. The inequality is then true for any ||z|| > 0
if the discriminant ||©||> — 4a log(M,) is positive. In other words, if

2
M, < exp (?) .
a

Thus, for any a > 0, Equation (2) holds with M, = exp (“i!z ), and f isin @y, o(RP) for any a > 0. O

14
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C. Bias Characterization — Proof of Theorem 4.2

We provide a proof of the following theorem.

Theorem 4.2 (Bias induced by the Gaussian and Randomized Response mechanisms in binary classification). Let A,
denote the Laplacian with respect to the variable x and assume that { satisfies Assumption 4.1 with a < 1/20>. Recall
S(ey) =1/(1+e ). Foranyf € ©,

R(0)=R(0) = (1 = S(¢y)) (Eay [0(6, 2, —y)] — R(0))

label noise contribution

o0

Z;' vy [A500,2,7)]

k=1

feature noise contribution
> O.Qk .
(1= 8(6) Y oy [ASO, 7, ).

k=1

interactions of feature and label noise
Proof. For a given feature-label pair (x,y) € X x ), with LDP release (Z, §) defined in (1), and a model § € O, we have

Ezgl€(0, &, §)] = Be, [2 = Wo2 (0, -, 2)](2)] ()
= S(ey)Wo [€(6, -, y))(x) + (1 = S(ey))Wo [€(6, -, —y)] ().

Taking the expectation with respect to (z,y) ~ D yields

R(0) = Eay [S(ey)Wo2[€(8, - 9)](x) + (1 = S(ey))Wo2[E(8, -, —y)] ()]
J Using the Theorem 3.3.

e 2k

o .
=D oy VS(€)Eay [ALLO, 2,9)] + (1= S(ey))Eay [ATUO, 2, —y)] }
k=0
J TIsolating the term k& = 0.

= S(ey) By (0, 2,y) + (1 = S(ey)) B (0, 2, —y)
+ ki: 2”,% {S(ey)Euy [ARL(0, 2,9)] + (1 — S(ey))Eay [ARL(0, 2, —y)]} .
Based on this, we have
R(0) = By (0, 2,y) + (S(ey) — 1)Eu (8, 2,y) + (1 = S(e,))Eay (6, 2, —y)
3 () Euy (R0, 0)] + (1 — S(ey)Euy [A50(0., )]}
= EM(& 2,y) + (1= S(€y)) (B, (0, x, —y) — Eu €0, 2,))

52k
+ Z W {S(ey)Ew,l/ [Agg(ev z, y)] + (1 - S(ey))E%y [Aﬁf(& z, _y)] } ’
k=1
and the result follows by identifying R(6) = E, ,£(0, z, y). O

D. Bias Correction Proofs
D.1. Inverse of Transforms — Proof of Theorem 5.1
We provide a proof of the following theorem.

Theorem 5.1 (Inverse of B, and W,2). Define S(e) = 1/(1 —e ). Let g : Y — Rand e > 0, forany j € ),

15
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(i) B g)(5) = S()g(7) + (1 = 5(e))g(=9).
Let f € ®pr(RP), for any 0% < 1/4a and & € RP

1)k 2k

(ii) W3 [f1(&) = 352y St AF[£]().
Proof. We first prove (i). Lety € ),

BZ ' [Belg]](7) = BZ' [S(e)g() + (1 = S(e)g(~ )] ()
= 5(e) {S(e)g(7) + (1 = S(e))g(=7)} + (1 = 5(€) {S(e)g(~7) + (1 = S(€)g(9)}

1 Group g(7) and g(—7) terms.

(@)
= {5(95() + (1= 5())(1 = S()) } 9(3) + {(1 = $(©)S() + (1 = S())S(e) } 9(~7)
= {14+28(98(0) — () — $(0)} 9(3) + {5(e) + 5() — 25(0)5(e) } 9(~)

1 Developing S(-) and S(-).

= {1}g(9) + {0}g(-7) = 9(9)-

Now we prove (ii). We use the parameterization 0 = 2t, it remains to reinject o2 to finish the proof. By Theorem 3.3 proof,
k
the series t — %I(I)tk converges absolutely for ¢ in |0, 1/4a[ for any z € RP. Since considering the series for —t
(=D*ALf(@) 4k
k!

leads to the same coefficients in absolute value, then the series ¢ — ), also converges for 0 < t < 1/4a.

We thus consider this series as a candidate for the inverse of the Weierstrass transform. For f in ®p ,(RP), z € RP and
t €]0, 1/8al, using the expression of the Weierstrass transform and its candidate inverse,

1 — (—t)7 2t ()
(W 0o Wy )[fl(z) = Way ZTAJ[f](') (@) =) & > A=A ().

]
j=0 ’ k=0 k=0 J:

We want to reorder the series and swap » -, with A7 to obtain

oy Ik
(War 0 Wy, ZZ o AT,
j=0 k=0

That is valid if the resulting series converges absolutely. This is indeed the case since

)B) DL ICCIRIED 9) pLanw NI TR

j=0 k=0 7=0 k= O
J} Reordering (valid by positivity) with n = k + 5.

_nZOJZO n—j)‘j' «(4a)™n

n

4, 24@”2(])

7=0

LAy (;’) — 2",

j=0

=A, i(Sat)”
n=0

} As8at < 1.
Ay
< o0
1 — 8at

16
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Then the reordering and swap of derivative and series are valid. We can thus write

(Wae 0 W[ Z Z Ikl Akﬂ [F1(z)

7=0 k=0

J Same reordering with n = k + j.
Jtn

-y Z A"(f)(a)

n=0 j= 0

t”A” - nei = AT f](2) "
D z() pie =3 By
J= n=0
_ O"A”[f](x)
B 0!
| With the convention that 0° = 1.
= f().
We reparameterize with 02 = 2¢, then for a < 1/402, (W,2 o W_J)[f] = . O

D.2. Commutativity of the gradient operator with the transforms

Proposition D.1. Let €,5 > 0, and let { be a loss which satisfies 4.1 with a < 1/20>. Then T, s and 'JI‘ applzed to
0 £(0,-,-), commute with V.

Proof. Letatuple (0,2,y) € © x X x Y, we express T~ with B—! and W—!:

VT 3100, ))(w,y) = Vo [BL! [2 = WALK0, -, )] (@)] ()]

R .
J Replacing W™ with its expression.

k2k

=V ;Jl lz — Z 2’%' R N4 (X z)] (y)}

1
l Replacing B™ "~ with its expression.

[ 0 k 2k _ X (L 1)kg2k
=V |$e) Y LT Ak, 2.0) + (1 - 5(e)) S LT Ak, 0, - >]
L k=0 k=0

1 By linearity of gradients with the finite sum.

B 0 (_1)ky2k B
= 5(e,)Vs [Z EL T Ao, | + (1~ 8e,) Vo

0 -1 k 2k )
DR KA —y>] e

We now check for y and —y if we can swap the series and gradients. The reasoning is the same for both and we then present

it only for y. By series differentiation (Rudin, 1976., Theorem 7.17), if the series Y| 57— |89 A0, x,y)| converges
for each component j € {1,...,k}, then

.- (—1)’“ i (= 1)’“ 2 :
k=0 k=0
As AF is a finite sum of iterated derivatives, it commutes with V4. We then need to check that for j € {1,...,k},
i o AT (90,6, y)]
m=0 2mm o

is a convergent series. By hypothesis on the loss, we have dp, £(0, x,y) € ®1s,4(RP), then

[eS) ) O'2m Ag;
ZQm ™[Oy, (9my]|<ZZTm!A = A, ZQ(LJ = {2052 <

m=0 m=0 m=0

17
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where the last inequality follows from 2ac? < 1. Injecting Equation 13 in Equation (12) and swapping A* and V yields

1 g N~ EDR 5 o~ (DR ok
V@TE,(; [f(g, . )](:1:7 y) = S(Ey) kz T]{J!VOAIZ(G’ Z, y) + (1 - S(Ey)) kz Tk!veAI[(a? €, _y)
—0 =0

= B;yl [z — W;zl [Vol(0,-, z)](w)] (y).
The exact same reasoning can be carried out with T replacing S by S and the terms (—1)* by 1 which does not affect the
convergence of series involved. O

D.3. Unbiasedness of ll,(; and Vgtl,(; — Proof of Theorem 5.2

We prove the following theorem.

Theorem 5.2 (Unbiasedness of IWP loss and gradient estimators). Assume ¢ satisfies Assumption 4.1 with a < 1/40>. Let

€,0 > 0, for any pair (x,y) € X x Y and 0 € ©, define (Z,3) as a (¢,0)-LDP release defined in Equation (1), the IWP
loss estimator defined in Equation (6) satisfies:

(i) Bsg) [000(6,2,5)] = 0(6,2,y),
(i1) Ez.g) |Voles(0,7,9)] = Vol(6,2,y).

Proof. We first prove that forany A : X x ¥ — Rsuch that forany y € Y, x — h(z,y) € ®ar,o(RP),

Tes[T, 5 (A (-, )l(m,y) = bz, y). (14)
‘We can write
T o[ T30 N ) = B, [Wor [B2E (WL, ] (2,9)

—1 ¢ . - . . . P
} As B, ) forms the sum of two functions in s (TR"), it then commutes with W .

=B, [W,: [W2 [BAA(. )] ]] @9)

| Simplifying W o W™,

=B, [B_} ()] ()

1 Simplifying Bo B ™.
= h(z,y).
Considering Equation (14) with h : (x,y) — £(0,x,y) for a given § € O yields
E(g) [(eo(6,3,9)] = Tes[T 366, ] (2,9)
| By Equation (14).
=L(0,z,y).
Now, for the gradient, we also have the following.
E(i;,g) [VGZ€,6(97 -%7 g):| = T6,5 |:T;§ [vee(ev %y ):| (l‘, y)
J By commutativity of Vg and ﬂfﬁ
= Tf;é |:ng;; [6(07 ) ):| (J}, y)
J By commutativity of Vg and T, 5.
= VoTes [To31666,)] (,9)
J By Equation (14).
- Vag(av x, y)

18
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D.4. Variance of er,l; (6, Z, g) — Proof of Theorem 5.3

We provide a proof of the following result.

Lemma D.2 (Variance of W _,'[f](z + w)). Let f € ®u7,,(RP) such that (W, [f])2 isin ®pr . (RP). Let 02 €]0,1/4al,
z € RP and w ~ N(0,0%1,). The variance of W' [f](z + w) is

Vo (W2 f](@ + ) = Woz |(WAT)’] (@) = (@)
o?/2 )
=2 [ Wil A0 @)s

Furthermore, if there exists C > 0 such that sup ¢ y SUPg << ||W551 [V£](z) H < C, it holds that

Vo (W2 f](z +w)) < C%”.

0-2

Proof. For the proof, we use the parameterization 2t = o2. Denote g;(z) = W' [f](z) and v(z, t) = Ey[g? (z + w)] =
Way[g2](x). We first have that Eq, (g,(z +w) — f(z))* = v(x,t) — f2(z). So we focus on the term v(z, ) that we will
compute in the following integral form by integrating over ¢:

v(z,t) =v(x,0) + /afuacs)dsff2 /81}355 (15)
We develop d;v(z, s):

dsv(w, s) = 0sWas[g?](x)
| By hypothesis, g = (W2, [f])* is in ®ar,0 (R?)

~0, |3 )|
k=0

e Sk—l oo sk
= ’; ot el + ; A 0.92)(@)

o) Sk S Sk
= A g @) + > A% 10:07)()
k=0

k=0
= Wal [Ag2](x) + Wau[0:g7] (x) = Was[Ag? + sg7) ().

Now we develop the derivative 9592 = 29,0595 = —29sAgs and Ag? = 2g,Ag, + 2||Vgs]||? to reinject it in the previous
derivation:

Osv(w, s) = Wa,[29Ag, + 2||Vgs||2 —295Ags](w) = 2W28[||V98”2](x)~

Since Vg, = VW, ![f] = W, [V f], we further simplify the expression of d,v(x, s) in the integral representation (15),
which yields the desired result:

o(o,t) = f2(x) + / W [ W52V 1]() 2] () ds

2
Now, assume Sup, ¢ y SUpg<,<; | Ws. [V f](x)]| < C, denoting 92, (w) = \/i? exp (— ‘st” ) the probability density
function of a centered isotropic Gaussian distribution of variance 2sI,,, we have

IV A = [ W5 971 = )Pl < sup swp W59 GIP [ sl = €2
xe s
And the result follows from v(x,t) < f2(z) + 2 fot C?ds = f%(z) + 2tC?. O
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We now have an unbiased estimator of any function f € ®s ,(RP) at any point = € R? from a Gaussian-perturbed release
of the point « + w for which we can compute the variance exactly.

The variance can be derived in closed-form for known functions like:
o if f(z) = 32T Az +bT 2 +c, then V,, (W5, [f](z+w)) = f3(z)+2t || Sz + bl|I>+2t2 Tr(S2) with ¥ = (A+AT) /2,
o if f(z) = exp(a’x), a € R, then V., (W' [f](z + w)) = exp(2a "z + 2t|al|?).

Particular cases of the examples are respectively the mean squared error and the exponential loss (see subsection 5.2).

Similarly, the existence of an inverse B_ !, means that for any function g : {—1,1} — R,anyy € {—1,1} and € > 0,

Be_l[g](g)v g~ Be(y)

is an unbiased estimator of g(y). We give an exact expression for its variance in the following theorem.

Lemma D.3 (Variance of B [g](Bc(y))). Let g: {—1,1} = R, € > 0 and y € {—1,1}. The variance of BZ'[g](§) with
§ = Be(y) is

Proof. For clarity, we denote S = S(e) and S = S(e).

Vi, (B 10)(3)) = Es. [(B'19)5) - o))’

=S (B [9)w) — o))" + (1 = 9) (B o) (—y) — 9())"
= 5 (Sgu) + (1L $)a(—v) — a)) + (1~ ) (So(—v) + (1 - Saly) — 9))
= 5((8~ Do(w) + (1~ Sa(—) + (1~ 5) (So(~y) ~ So(w))”

= S(1=8)* (9(y) = 9(=9))” + (1 = $)5% (9(~y) — 9(y))’
| Sand S are replaced by their expressions and (g(y) — g(—y))* = (9(1) — g(—1))? forany y € {1, —1}.

= {5082+ 1-95} (4(1) - 9(-1))?
ef 1 1 e2e
= {ee +1 (es _ 1)2 + e +1 (65 _ 1)2 } (g(]‘) - g(_]‘))2

- (e€ —61)2 {ef :— 1 + eee—ie- 1 } (9(1) = g(il))z

_ = S(e)(S(e) — 1).

Let us now restate the variance of the IWP gradient estimator and provide the proof.

Theorem 5.3 (Variance of the IWP gradient estimator). Let €,6 > 0, an original feature-label pair x,y € X X Y and its
corresponding (¢, 8)-LDP release (%,7) defined in Equation (1). Let { satisfy Assumption 4.1 with a < 1/40>. Given that
X and © are bounded sets, denoting

C = sup max{ Vol(0,2,9), ®)

(0,2,y)EOXX XY, s<0?

W3 [V69.0£06, )] (@) }.
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the variance of the IWP gradient estimator admits the following upper bound
- 2
E HV0'€6,6(97 i'a :[]) - v9£(97 x, y) H
<2 (02 +45(e,) (S(ey) - 1) (1+ 02))

Proof. We first decompose the variance for each component of Vll,(; 0,%,9).

_ k _ 2 2
mww@@mﬁwwwwwW=§j@hww@@@|ﬁ%ﬂaaﬂ)

j=1

sy (00,0500, 7,9))
j=1

(Aj)

We are interested in computing (A;) for any j € {1,...,k}. We can decompose it using total variance law:

(4;) =Eg

)

g) =+ Vg <E5; [80j26,5<97£ag)

(a;) (bj)

Vj <8ej ge,é(ea ja g)

We start with the term (a;). For that, we need the following expression of Jp, le.s5(0,7,79):

00,0.(6.7.5) = 0o, [Wo2 [= = BZ 100, 2,)](0)] (2)]
=W, [0 BN 00, 0060,2,)](5 >]<>

Then, using Lemma D.2 with f(z) = B_ ' [95,£(0,,-)] (§) and t = */2, we have

Vs (00,000,8.3) | ) = War | (W2 [2 B 100,000, 010)] @) ] - (B2 [0n,800,0.) @)

0?/2
=2/ Was[[|W3, (VB (96, €0, -, 9)]I%)()ds

We now inject this variance term in (a;), which gives

0?/2

(a;) = By lQ/ Wos[[| Wy [V B! (9, (0, '#1))]”2](96)6'35]

| Developping the gradient norm ||V,h(z)||*> = 3-7_, (92, h(z))?, and swapping 0, and B~

o

= ZEﬂ 2

+ S\A 1ppuw W and Ey.
P
>
i=1

3

i=1

2/9

WQS [(Wgsl [Be_yl (8%8016(97 Bl g))])2] (x)dS]

B (3.1 6(aﬁ,.a@jae,-,z;))])ﬂ<x>ds

o\

2

" [ (5 5 0, 0) | s

S—

21

&)



Learning with Locally Private Examples by IWP-SGD

Now we can use the formula of V(B~'(g(§)) from Lemma D.3 with g(y) = Wy, (Oz;00,£(0,-,y)) and the fact that
EZ} [Bil[WQ_sl [8’61891 6(97 K Zj)]“ = W2_sl [83318918(0’ " g)]? which gives

€y
p 2

/2
(a;) =) 2 /O Waq [V (BZ (W3 (00,00, £00, - 9)]) + (B3 (B (W3 (02,06, 60, DII)? (@)ds
i=1

I /O e S(e,) (5*@)-1) Wa, [(W;;[ama@jz(e,-g)]—W;;[awiaeje(e,-,—u]ﬂ (z)ds

+ i; 2/002/2 Was [(Wg_sl [02,09,£(0, -, y)])ﬂ (x)ds.

We rearrange the terms to make the squared norm appear:

B _ 02/2
(a7) = 28(e) (S(ey) = 1) | Wau [IW5, (T, 00, 1) = W} (V20 (6, ~1) ) (w)ds

0_2
2 [ W[99 (900,66, )] ().
0
Finally, remarking that Ez [0y, 56,5(0, Z,7) | 7] = Oe, 575,5(0, x, %) and using Lemma D.3 again gives

(b;) = V; (]B%;Jl [0, 0(6, 2, )] (g)) = 5(e,) (S(ey) - 1) (9o, £(0, 2, 1) — Dp, £(0, 2, —1))”.

Plugging the results of (a;) and (b;) in the formula of (A4;) and summing over j € {1....,k} yields the following
expression of the variance of the IWP gradient estimator:

~ 2
E HV9£6,5<9V%’ g) - v9€(97x7y)H
0?/2
=2 [ W W5 V.50, ) ()
0

+ S(e) (S(e) = 1) [Vo£(0, 2. 1) = Vol(6,, 1)
B B 0'2/2
+25(e) (8(e) 1) [ WaW5 [V Vol(0, 1) = VaVal(6, -, ~D] | (@)ds

where the matrix norm is the Frobenius norm. Recalling the definition

“= B max { [ Vol(0, 9|, [|Ws [VoVall®, - »)] ()] },
(0,2,9)EOXX XY,s<0?/2

we can bound the integrands with C' and use the increasing property of W to bound the variance and get the result. O

D.5. Application to Generalized Linear Models (GLM)

We provide proofs of derivations for the case of GLM (subsection 5.2).

Loss. Recall that in GLM the loss is £(6, %, ) = f(0 Z7). It simplifies the expression of iterated Laplacians:
ALF(O7E) = 0] 1P (07 79)
Then, the Weierstrass inverse has the following expression.

o0 k j ~ oo k Tj,;N
W0, DI(E) = Y DB D gy 57 Bl OTD) (g

k=0 k=0

o) 9 2k f(gk) QT@) [e%e} ¢ 0 2\k -
_ 3 BSOS A g

k=0 k=0

= Wil 167 30).
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Recall Equation (6):

les(0,,9) = T3 1000, ))(F §) = Wi [Be, [606, -, )](- )] (&)
J Applying E;:/] first.
=W [5(e)00,,9) + (1= S(e,)) €06, ~)] (@)
| By linearity of Wy;'.

= S W0, ))(@) + (1= S(e,)) WO, ~))(@) -

Replacing W5, [£(0, -, 9)](Z) = W_ ! ,[£]1(0T&9) with 2t = o yields

2t[|0)|

Eeﬁ(ga‘ia g) = S(ey)w_2”9‘|2[f] (QT‘%g) =+ (1 - S( )) W 1“‘9“2['}‘-] (79T‘%g) .

Gradient. We can’t directly differentiate Equation (6) with respect to § by swaping Weierstrass transform and gradient

(VoW (0, -, )] = W5, [Vel(0, -, 7)]) because here t depends on §. We thus write the derivative explicitly,
Voles(0,7,9) = S(e) VoW1 o [F1(0755) + (1= S(ey)) VoW palf] (—07 7).

It boils down to computing VoW, \|a\|2m (6T zy) foragiveny € {—1,1}. Letj € {1,...,p},

VoW 2L/ (0727) = Vo

oo 2\k

= k!
o0 k
_r -
:Z( k,) Vo [||9H2’“ f<2k>(eTxy>]
k=0 :
_ - ( )k 2k=2 5 ¢(2k) (pT A 2k~~ (2k+1) (9T A~
= {2k 0P s 0 (07 ag) + o1 s 0 ) }
k=0
k(—716]*)* . X (=T 0k -
:292 (”9”||2]|€||) f(%)(HTmy)—i—xyZ( |l|ng ) f(2k+1)(9T y)
k=0 k=0 ’
(=7 le|) 9 . (=7 2\k .
k=0 :

k!

— 970 = (*TH@HQ) (2k+2) (9T 207 e (*7”9”2)]C 2k+1) (9T 247
=27 Z T A GE RS FEEDOT 7).
k=0 ’

Recognizing the Weierstrass transforms and replacing 7, we obtain

VoW o2 [ (0789) = —a®0W o o [F7)(0729) + 2gW o 2 [f1(07 25).

D.6. Uniform Bounds of ||W3,' VoV £(0, x,y)||

In this subsection, we derive uniform bounds on ||W VoV L0, 2,y H From the expression (16), we have

VoW 2||0H2[f] (eTxy) xyW o2]|6]2 [f/](eT.’L‘y) 29W_2H9H2 [f/l](eTmy)-

It remains to differentiate again with respect to z:

VeV oWl (07 04) =V [xyw 2|\au’-’[f'](9Tf”y)} ~ %0V [ oyl F1(0 T 2y)
=yW 2H0”2[f ](GT:cy) +20"TW 2H9H2[f }(9 xy) — 0o yggTW 2||9H2[fm](9—r

We can now distinguish multiple choices for the function f.
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Quadratic: f(z) = %(z —1)2. Here, f'(2) = (z — 1), f"(2) = 1and f"'(z) = 0, thus (17) gives
V.VoW 2H9H2[f] (Qsz) =207 + y(@ngy —1)I,.
So we can derive the following bound:
| V2 VoW a1 (67 ay) || < Il 161+ w1 161+ 1)
<O(lx|el,
where the matrix norm is the Frobenius norm.
Exponential: f(z) = exp(—z). Here, f'(z) = f"'(2) = —exp(—=z) and f"(z) = exp(—z), thus (17) gives

v VGW_ [.f] (aTl,y) _ 670-2H9H2/2670sz (IOT _ ylp + 0'299Ty) .

2|o)|*

So we can derive the following bound:

[V 7oW 2 o171 (07 )| < o100 2elo0=0 (I o) +p + 02 0]

. 2 2 2 /e 2
1 Using |z[| |0]] — o= [|0]]7 /2 < [|=||" /20"

<”|>OHW+W+UWW>

S@m(” ')(p+wﬂnen+&|@|)

J Replacing o with its expression, the HH" simplify.
2

<0 (o (tsrs ) (v 1X1161+ 0% 1)),

where the matrix norm is the Frobenius norm.

D.7. In Absence of Closed-form Expression for W~!

When no closed-form expression of W—1[f] is given, we fall into two cases

1. fisin @y ,(RP),
2. fisnotin @ ,(RP).

In the two cases, we use the following approximation of Wil [f]:

K k T
o) =3 2D e

k=0
Incase 1 (f isin @y, (IRP)), we can bound the bias of g/ uniformly on X’ using the fact that lim . g/ () = W5,' [f](z),

biasx = sup Wy [g1] (2) — f(z)] = Sup, Wt [gf — W5, [£]] ()]

) SN
< ol (o) =W 0] =sup | 30 S0

J By Equation (3), it exist D > 0 such that

< D sup A, (4at)k T,
TEX
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102 4

101 4

t
—— bias; = mzaxlf0 —sWs[fM)](Z)ldS

t
bias; = mzaxlfosz—zws[f(ﬁ)](z)lds

t_
—— biasz = mzaxlfoc g)st[f{S)](Z)ldS

0 5 10 15 20 25
t

Figure 3. Approximation of the truncation error biask for K € {1,2, 3}.

Then, the bias of using g/< instead of W,,'[f] is exponentially decreasing with K since a < 1/4t.
In case 2 (f is not in @,/ ,(RP)), we do not have any guarantee that increasing /& will result in a better approximation.
Instead, we can estimate the biasg for small K € {1,2,3,...} and take the optimal truncation (Boyd, 1999):

We present this case for the example of the log loss.

Example 4 (log loss). Consider f (0" zy) = log(1 + exp(—0"zy)) forany (6,z,y) € © x X x Y. fisnotin @y ,(RP).
Figure 3 shows the estimate of the truncation error € i via numerical integration and Monte-Carlo sampling approximation.
We restrict the study to ¢ < 25 which, for the unit ball || X'|| < 1, is true for any ¢ > 1. For low ¢, choosing K € {2, 3} can
be better and for larger one K = 1 is showing a smaller bias.

K* = argmin {biasK = sup | Wy (9] () — f(x)’}
K reX

! (_S)K K+1
/0 7 Wos [A f] (x)ds

= argmin { sup
K rEX

D.8. Convergence of IWP-SGD - Proof of Theorem 5.5

We provide a proof of the following theorem.

Theorem 5.5 (Convergence guarantees of IWP-SGD). Let ¢ satisfy Assumption 4.1 and be such that R satisfies Assump-
tion 5.4. Let the privacy budget be € = €, + €,, 0 > 0 such that 0* < 1/4a. Denote 6* = arg ming R(0). Assume X and
O are bounded convex sets and let C' be as defined in Equation (8). For any n € N the number of training samples, initial
model 0y € © and step-size v < % Algorithm 1 is (e, §)-LDP and its output 0,, satisfies

E||6n —0"[* < (1 — )" 160 — 07|
yC? . log(1.25/4)
+0 (HS(ey) (S(Gy) - 1) ) .

2
€z

In addition, for an appropriate step size v = O(log(n)/n),

2 ~ _p*2 7&
)16, 671> < O (1 — 0° 7 exp ()
N 02 ~ ~ 10g(125/5)
+0 (2715(61,) (S(Ey) - 1) 63) ’

where O hides logarithmic terms in n.

Proof. First, the algorithm is (¢, §)-LDP by the post-processing theorem as the data is first privatized using the (e, §)-LDP
release (1) before being used for the SGD iterations. The rest of the proof is about the convergence guarantees. For any
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t > 0 the iterates of SGD are given by:
Orr1 = o (0: — v9t), (18)

where v > 0 denotes a step-size and g; is the IWP gradient estimator computed on the (e, d)-LDP release defined in
Equation (1)
For any ¢ > 0, the expectation of g; is

Ew,y)~DE@,g) [9¢ | O, - ., 0:] = VR(6y), (19
and the squared gradient satisfies

2 2
E(ay)~0E ) [9:]1% | 005 - 0:] = [VRO” + Ew )~z lllg: = VRO | bo, .- -, 0] -
Denote R* = mingeg R(#). Following Theorem 5.3, and bounding ||[VR(6;)]|? < 2K(R(6;) — R*), we obtain
E(z,y)~pE(z,g) [HgtH2 | 0o, .- 9t]

0?/2
<IVR(0)]* +2 W [W3, [V Vol (0, -, p)]|| (x)ds
0

ey o2/2 B

e otp ), Wl WalVaVolld 1) = VaVol(d, —1)]IP (@)ds
v 0
ey

+ mllvef(ﬁ,x, 1) — Vol(8,z,-1)|?

U2/2
< A(R(G:) — R*) +2 / Wao [W3H V. Vol(0, -, )] |2 (2)ds
0

2

2 ey (e /2

+ 1y / W [W3, (Vo Vol(6, -, 1) = VaVl(6, -, —1)]|*(x)ds
v 0
ey

— _|IVel(8,x,1) — Vel(0, 2, —1)|* .
+’(€€y__ 1)2” 0 ( )y Ly ) 0 ( y Ly )”
Using the assumption that supy ,, , SUPg< <22 |\W2—;v9vme(9, z,y)|| < Cand SUPp ;. IVel(0,x,y)| < C,
4C2ecy 4ev
E(e,)~0E@.g) gl | bo, . ... 0] <2K(R(6:) — R*) + (e —12 +C%0° (1 + (eEy_I)Q) . (20)

We denote A = (:ﬂcyzf;; + C?0? (1 + %) in the following.

Deriving a Recursion. Let¢ > 0. Then

E {1641 =61 | 0.0 “©E [Io (6 — vg0) — 6°1° | 6. 60

J As ©is a convex bounded set and 0 € ©, we use contraction of the projection.
<E (16~ 190 = 01 | 60, 6]
—E (16— 01" = 2v(g0, 00 = 0+ u|* [ 6o, .., 61

210, — 0*|* = 2y(VR(6:), 0, — %) ++°E [Ilgtll2 [ o, et}

(20)
< 1160 = 0% = 29 (5110 = %> + R(8:) = R*) + 72 (2K(R(0:) — R*) +774,
where we also used p-strong convexity in the last inequality. By re-arranging and taking expectation on both sides, we get:
E[[0p1 = 0%* < (1 = py)E[|0; — 0*]* = 24(1 = K9)(ER(6,) — R*) + 74,
1

and by observing (1 — Kv) > 1 fory < &,
E[|0r41 — 0*[* < (1 — p7)E[0; — 0*]|* = v(ER(0;) — R*) + 74 . 2n
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Unrolling the Recurrence. We can relax (21) to [0y, — 0*||> < (1—uv)E||6; — 6*||* + 2 A and obtain after unrolling
the recurrence for any n > 1,

n—1
E[6, — 0" < (1 — )" 60 — 6] + 77 A3 (1 — )’
=0
< (1= )" o — 0"+ LA
C? decv e
<@y 0 — 0P+ - S et (14— ' 2
_( ‘u/}/) || 0 H + [ <(€€y—1)2 +o ( +(6611_1)2)> ( )

This intermediate results shows that SGD with constant stepsizes reduces the initial error term ||y — 0* ||2 linearly, but only

converges towards a O (% { ecj e_gly)z (0% + 1)) -neighborhood of 6*.

Choosing the Step-size. To obtain a convergence guarantee that holds for arbitrary accuracy, we need to choose the
stepsize ~y carefully:

2 * 112 2 * 112
o If 5 > F%n log max (2, “”90;%9”") then we choose v = F%n log max (2, “”90%”").
2 * 112
* If otherwise 5 < ;%n log max (2, M) then we pick ¥ = 5.

With these choices of 7, we can show

* 2 * n A
E[6, — 0*]* = O (|e0 — 0" exp |- 22 + )

2 T p2n
(100 — 0 1P exry [ F0] . Cev
_o(|60 il exp[ QIC} S +1)>. (23)

Where the @() notation hides logarithmic factors in n. Replacing o with its value w in Equations (22) and (23)
yields the desired results. 4 O

E. Experiments

In this section, we give more details about experiments of Section 6. Given a test dataset of m samples D/, = {(x;, y;)}™ 1,
the accuracy of the linear classification model 6 on the test set is denoted .A(6) and defined as

A0) = —> (g x; > 0).

=1

1
m

Synthetic Data. Recall that we study two synthetic binary classification problems in dimension p = 2 and p = 10
generated with the make_classification routine of scikit—learn having features within [—1, 1]P. We conduct
the experiments on 7 = 10° samples for two privacy guarantees : (2, 10~°)-LDP for p = 2 and (5, 10~°)-LDP for p = 10.
The ¢, regularization constant is A\ = 5 with the regularized loss £(6, z,y) + A ||0||” /2. We average batches of size 128 and
use a common learning rate of y = 1074,

Real Data. Recall that, we study the ACSIncome and ACSPublicCoverage problems of the Folktables dataset (Ding
et al., 2021). Both are based on ACS data (like UCI Adult), illustrating the fact that we can reuse, in a task-agnostic way,
the same private releases when reusing the same data points. ACSIncome consists of predicting whether an individual’s
income is above $50 000 and ACSPublicCoverage consists of predicting individual coverage from health insurance. For
both problems, we select the two variables AGEP (age in years) and SCHL (educational attainment). For ACSIncome we
add WKHP (usual hours worked per week over the past year) and for ACSPublicCoverage we add PINCP (total annual
income). All features are continuous or ordinal, allowing the use of the Gaussian mechanism. We merge the data of the five

27



Learning with Locally Private Examples by IWP-SGD

0.7 0.65
0.60
0.6
§ ;EO.SS
< S
R 0.50
0.5 SGD - real data SGD - real data
SGD - noisy data 0.45 SGD - noisy data
— IWP - SGD —_— -
0.4 0.40 IWP - SGD
0 2000 4000 6000 8000 0 5000 10000
batch batch
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Figure 4. Comparison of Accuracy convergence of the model fitted on exp loss under (2,1075)-LDP on ACSPublicCoverage and
ACSIncome.
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- 071
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0 2000 4000 6000 8000 0 2000 4000 6000 8000
batch batch

Figure 5. Comparison of SGD convergence of the log loss under (2, 10~5)-LDP for the 2-dimensional synthetic data and (5, 10~°)-LDP
for the 10-dimensional synthetic data.

largest states yielding datasets of respectively 668 859 rows and 883 984 rows for ACSIncome and ACSPublicCoverage.
The data is then randomly split into training (80%) and test (20%) sets. The {5 regularization constant is A\ = 10 with the
regularized loss £(6, x,y) + A ||6]|® /2. We average batches of size 50 and use a common learning rate of y = 2 - 1075 for
ACSPublicCoverage and ACSIncome. Figure 4 is showing the accuracy convergence across batches for these experiments.

E.1. Experiments Using the Log Loss

Using the approximation of W~ described in Appendix D.7, we applied our experiments on synthetic and real-world
datasets to the log loss (with same batch sizes, regularization constants, and learning rates). Figures 5, 6 and 7 show similar
results compared to the experiments on the exponential loss in Section 6.

E.2. Experiments on Regression

The model presented on the paper can be generalized to regression. In this case, we only use the Weierstrass transform
because the target is also continuous, and we have:

Tes[h)(z,y) = W2

€x,0x

(W 10 (9] (@)

€y, 0y
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Figure 6. Comparison of SGD convergence of the log loss under (2, 10~°)-LDP on ACSPublicCoverage and ACSIncome.
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Figure 7. Comparison of Accuracy convergence of the model fitted on log loss under (2,10~°)-LDP on ACSPublicCoverage and

ACSIncome.
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Figure 8. Comparison of SGD convergence under (2, 10~°)-LDP on ACSIncome linear regression variant.

with € = €, + ¢, and § = §, + &,. In the linear regression model where Y C R, we have ((0,z,y) = 5(0"z — y)? and
there is no bias in the gradient to correct with respect to the labels. Indeed, it is linear with respect to y:

Vol(0,x,y) =20z —xy.

We then study a variant of the ACSIncome consisting in the prediction of the individual’s income as a continuous value
instead of the threshold at $50 000. For this, we adapt our method to continuous output by replacing the Randomized
Response transform by a second Weierstrass transform and we consider the Mean Square Error for the loss. We use {2
regularization with the constant A = 10 forming a regularized loss £(0, z, y) + X\ ||0]|> /2. We average batches of size 128
and use a learning rate of v = 5 - 1075, Figure 8 shows the results of this experiment. The conclusions are the same as in
binary classification, IWP-SGD converges to the same model as SGD - real data but with an increased variance whereas
SGD - noisy data converges to a different solution, illustrating the presence of a bias.
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